
Google + Smart Card 

Introduction 

 Only put people in your circles that you know and trust. 

 Use a separate Gmail for corresponding with trusted individuals within Google+; use another Gmail for personal business/affairs. 

 Assume ALL information and images you share are viewable by the public, regardless of your settings.  

 PLEASE NOTE: Anyone can put you in their circle and you CANNOT remove yourself from their circle.  

 For maximum security, select settings “Only You” and “Your Circles” whenever given the selection. Also ensure your family takes similar 

precautions with their accounts.  Their privacy and sharing settings could expose your personal data.  

 DO NOT log in or link third party sites (e.g. Facebook, LinkedIn, Twitter) using your Google+ account.  Third party sites may aggregate and 

misuse personal information.  

 DO NOT add your mobile phone number and do not upload photos from your smartphone. Metadata can identify where you took the pic-
ture. 

 Make your profile and cover picture a photo of something other than yourself. 

 A good general rule is the less you share, the better. 

Account Settings 

Check all within each section 
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Profile 

Uncheck all boxes in this section 

*Delete individual’s located in this box 

Photos and Videos 

Uncheck all boxes in this section 

Uncheck all boxes in this section 

20141023 



Google + Smart Card 

View Profile 

 

*Click on the 

individual circles 

to change the 

settings for each 

individual box 

*Click on “View Profile” and then click “About” and “Edit” to change 

visibility of each individual box on your Google+ profile page 

Uncheck all boxes in the section 
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Security 

Post Deletion  

From the Google+ home page, select the “Home” tab in the upper left hand 

corner of the screen and select the “Profile” icon 

The next screen will contain all the posts, 
photos, and videos you have posted to 
your Google+ profile. 
  
To delete a post, click the arrow icon in 
the upper right hand corner of the individ-
ual post and select “Delete post”. You will 
then be prompted to confirm the request 
to delete 

*Under “Security” click on “View All 

Events” in the recent activity section to 

review all the activity with locations and 

IP address 
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